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Organization - Mission

1. Who are Postal Inspectors?
ï Postal Inspectors are federal law enforcement agents responsible 

for enforcing more than 200 federal statutes that deal with the 
United States Postal Service and the U.S. Mail.

2. What authority do Postal Inspectors have under the law?
ï They are sworn federal law enforcement agents

ï Postal Inspectors have the power to serve warrants and 
subpoenas

ï Make arrests without warrant for postal -related offenses 
committed in their presence

ï Carry firearms, and make seizures of property as provided by law.
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Organization

Â Internal Crimes (IC)
ï Workers Compensation Fraud
ï Embezzlement of Postal Funds 
ï Mail Theft by employees
ï Drugs in the workplace
ï Delayed / Discarded mail

Â Dangerous Mailings (DM)
ï Mail bombs / placed devises (Unabomber)
ï Child pornography
ï Illegal drugs sent in the mails (Cocaine, Methamphetamine, marijuana, etc.)
ï Money laundering through use of US Postal money orders
ï Hazardous / Toxic Material (Anthrax / Ricin)
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Organization

Â Mail Fraud
ï Consumer fraud schemes 
ï Foreign lotteries / Sweepstakes 
ï Investment / Charity frauds
ï Fraud against the elderly
ï Telemarketing schemes
ï Insurance fraud / Healthcare fraud

Â External Crimes
ï Assaults on / by postal employees
ï Robberies of facilities and employees
ï Burglaries of facilities
ï Mail theft
ï Identity theft / Credit card fraud
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Identity TheftIdentity Theft
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What Is Identity Theft?What Is Identity Theft?

Unlawfully obtaining, possessing, Unlawfully obtaining, possessing, 
transferring, or using identifying transferring, or using identifying 

information of another person information of another person 
w ith ou t th e oth er p erson ôs con sen t w ith ou t th e oth er p erson ôs con sen t 

and with the intent to harm or and with the intent to harm or 
defraud anotherdefraud another
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Identity Theft

Â Identity Theft Laws
ï Federal

ï Title 18, USC 1028 (a)(7)
ï The Act makes it a federal crime when someone: 
ï "knowingly transfers or uses, without lawful authority, a means of identification 

of another person with the intent to commit, or to aid or abet, any unlawful 
activity that constitutes a violation of federal law, or that constitutes a felony 
under any applicable state or local law." 
(Note that under the Act, a name or SSN is considered a "means of identification." 
So is a credit card number, cellular telephone electronic serial number or any 
other piece of information that may be used alone or in conjunction with other 
information to identify a specific individual.) 

ï In most instances, a conviction for identity theft carries a maximum penalty of 15 years 
imprisonment, a fine and forfeiture of any personal property used or intended to be 
used to commit the crime. Schemes to commit identity theft or fraud also may involve 
violations of other statutes, such as credit card fraud; computer fraud; mail fraud; wire 
fraud; financial institution fraud; or Social Security fraud. Each of these federal 
offenses is a felony and carries substantial penalties - in some cases, as high as 30 
years in prison, fines and criminal forfeiture. 
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Identity Theft

Identity theft remains the #1 concern among consumers contacting the 
Federal Trade Commission. Their fears are not unfounded. The facts 
on identity theft speak for themselves. 

Â 516,740 fraud complaints in 2003 reported to FTC. (42% ID Theft)

Â ID Theft Survey Released September 3, 2003 shows:

ï 27 million victims in past 5 years

ï 10 million victims in the last year

ï $48 billion in losses to businesses

ï $5 billion in losses to consumers
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How Is ID Obtained?
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Other 55%
Lost/Stolen Wallett, Checkbook, Credit Card 14%
Family Member, Friend, Coworker 14%
Credit Card Transaction 13%
Mail Theft 4%
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Identity Theft

A GAO study on identity theft (GAO -02-363, issued March 2002) 
discussed costs to federal agencies -- The executive office for 
U.S. Attorneys estimated cost of prosecuting a white -collar 
crime case was $11,443. The Secret Service estimates the 
average cost per financial crime investigation is $15,000.The 
FBI estimates the average cost per financial crime investigation 
is $20,000 

A preliminary study done by ITRC shows that the majority of ID 
theft criminals are repeat offenders. Other convictions include 
substance abuse, narcotic trafficking, violent crime, robbery 
and immigration issues. 
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Identity Theft

The 2003 FTC Annual Report revealed the following: 
(www.consumer.gov/sentinel) 

Top 10 locations in # of victims per 100,000 population (in 
order):  Arizona, Nevada, California, Texas, Florida, New 

York, Oregon, Colorado, Illinois, Washington.

(Minnesota ï 28th)

(Wisconsin ï 35th, Iowa ï 45th, North and South Dakota ï 49th

and 50 th)
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