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— Managing Consultant, Foundstone Professional Services
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Introduction to Internet Abuse: Common Problems

General Abuse

— Spam, Spam bots, Denial of Service attacks (DoS), zombie hosts

Spyware / Adware

— Browser hi-jacking, Browser redirecting, annoying popup windows
Phishing

— Phishing consists of sending believable emails designed to trick the user into giving up their
login credentials

Internet Scams and Shopping Online
— 419, Ebay.com, Used cars
Identity Theft

— Abusing stolen personal information, Name, Address, Social Security Number,...

Child Predators

— Online Chat, Online Forums, Gaming, Social Networking




Introduction to Internet Abuse: General Abuse

» What makes you a target online?
— Attackers need your resources
« Bandwidth
e Storage Space
— Spam and Spam bots
— Denial of Service Attacks




Introduction to Internet Abuse: Spyware / Adware

» The Adware industry hopes to exploit your un-patched computer in
order to install Spyware

» User tracking

» Popup Ads

» Pay-per-click

» (Defense against this later in the presentation)




Introduction to Internet Abuse: Phishing and other Scams




Introduction to Internet Abuse: Phishing and other Scams

» Phishing consists of sending believable emails designed
to trick the user into giving up their login credentials
— http://en.wikipedia.org/wiki/Phishing

» 419 scams (Advanced fee)
— http://en.wikipedia.org/wiki/Advance fee fraud

» Used car scams

— Chain mail letters
o “Subject: Fw: Fw: Fw: FW: Send this to everyone you know!!!”
e “Subject: Fw: Fw: Fw: Fw: New DEADLY computer virus!!!”
» “Subject: Fw: Fw: Fw: Katrina victims need your help!!!”




Introduction to Internet Abuse: Identity Theft

» Using a stolen identity to apply for credit
— http://en.wikipedia.org/wiki/ldentity _theft

» Not solely an Internet problem




Introduction to Internet Abuse: Identity Theft Defense

» Credit Freeze?

» Write your representative! North Dakota doesn’t require
the credit bureaus to allow you to Freeze your credit!

— California, Connecticut, lllinois, Louisiana, Maine, Nevada, New Jersey,
North Carolina, Texas, Vermont, and Washington

— Paper Shredder

— Equifax:
http://www.equifax.com

— “Credit Watch Service”

— *Equifax Credit Watch by Mail

Terminology: Credit Watch by Mail is perfect for family members who are not on the Internet but wish to watch their
credit.
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Securing Home Computers

» Firewalls

— What is a Firewall?
— How Firewalls work
— No longer a recommendation, a necessity

» Anti-Virus and Anti-Spyware

— Viruses & Spyware are a.k.a. “Malware”
— Keeping computers up to date

» Other highly effective tactics

— Alternate browsers (Firefox)
— The Principle of Least Privilege (multiple accounts)




Securing Home Computers: Firewalls

» Firewalls

— Afirewall blocks direct connections to your
computer

— Windows XP has a built in Firewall
— A firewall can be software or hardware




Securing Home Computers: Anti-Virus, Malware
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Virus Scanners are no longer enough!

» What is Malware?

\

>

4

Commercial all inclusive packages

— http://us.mcafee.com/en-us/bundles/bundleBuilder/default.asp
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Removing Spyware / Malware for free
— Ad-Aware

e http://www.lavasoftusa.com
— Spy Bot Search and Destroy

e http://www.safer-networking.org/en/index.html




Securing Home Computers: Other tactics

» Alternate browsers

— Using an alternate browser will reduce

your exposure |
—  http://mww.firefox.com *Internet Firefox

Explorer o5 704

» Internet browser vulnerability
report 62.3%

— http://blogs.zdnet.com/Ou/?p=108

» Move to IE7... when it's
released...

* Browser statistics were provided by http://www.w3schools.com/browsers/browsers_stats.asp
for May 2006.




Securing Home Computers

» Administrator and User
accounts

— Administrator account

» Can install programs and new
hardware

— User accounts

e Can still use the computer but
don’t yield enough power to
destroy it

— Improved accountability

o Different accounts will have
different browser histories,
settings, and logs

. Separate Accounts




Securing Home Computers: Separate Accounts

» Right Click on My Computer
— Go to “Manage”

— Demo
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How Children are Targeted Online

Screen Names and Online Profiles
— Screen name advice

Social Networking Sites
— Monitor your children® activity

Chat Rooms and online Forums
Online Multiplayer Gaming
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How Children are Targeted Online: The Number
1 Rule

» Computers should not be in your child® bedroom. Ever.
» Computers should not be in your child® bedroom. Ever.
» Computers should not be in your child® bedroom. Ever.
» Computers should not be in your child® bedroom. Ever.
» Computers should not be in your child® bedroom. Ever.
» Computers should not be in your child® bedroom. Ever.
» Computers should not be in your child® bedroom. Ever.

» This will become harder to enforce with low cost
laptops quickly replacing desktop computers.




How Children are Targeted Online: Children
want to be popular online

» Screen Names and Online
Profiles

— Poor examples, give away
sex, location, and age.
“NoVvaGrl19” or “Ffxboi_13”

— Ok screen names: thematrix,
turbo 911, axegrinder




How Children are Targeted Online: Children
want to be popular online

» Online profiles are often giveaways for children pretending to be
older

— Children think they can out smart predators and will sometimes pretend to be
older online.

— Their profiles give them away.

I'm 28 years old. My favorite
singer is Kelly Clarkson and
my favorite movie is Legally

Blonde 2.
S




How Children are Targeted Online: Social
Networking Sites

» MySpace, Friendster, Youtube
— What is Social Networking?
— What is a Blog?
— Digital Cameras

« Did you know that almost all digital cameras can
be web cams too?

— Web Cams

MySpace Terms of Service:

“Eligibility. Use of and Membership in the Services is void
where prohibited. By using the Services, you represent and
warrant that (a) all registration information you submit is
truthful and accurate; (b) you will maintain the accuracy of
such information; (c) you are 14 vears of age or older; and
(d) your use of the Services does not violate any applicable
law or regulation. Your profile may be deleted and your
Membership may be terminated without warning, if we
believe that you are under 14 years of age.”




How Children are Targeted Online: MySpace

» MySpace gets its own slide!
» Claim: “Social Networking”

» Reality: MySpace is nothing more then an online

popularity contest.

— The more “friends” you can link to MySpace the more status you have.
This encourages the following:

» Lying about age. Young girls (elementary school) make it a game to
pretend to be older to attract “hot guys”

» Peer pressure to take sexually suggestive photos of yourself for the
world to see

e Gossip and ridicule




How Children are Targeted Online: Social
Networking Sites, and Chatting

» If your child is ok with publishing
content the entire world can see but
they will not share it with you...

» Open conversations about sharing
information online
— Support Opt-In systems
— Ask to see your children® blog
* Review it regularly
— Warn against real life meetings

— Ask your children to stay in the main
chat rooms and not to participate in
private messages.




How Children are Targeted Online: Online
Gaming

» Online Multiplayer Games
— Build relationships over time

» Tournaments and LAN Parties
— Real life event




How Children are Targeted Online: Tactics
Predators use to build Trust
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Step 1: Build trust overtime

Step 2: Share secrets

Step 3: Exploit

They will listen and empathize with your children®
problems

Send gifts to your home and tell your children to say

they won it in a contest. (iPods, webcams, etc..)

— Remember: Minors cannot participate in contests to win prizes without
parental consent

Slowly introduce sexually explicit pictures or comments
Into conversations

Try to arrange “IRL” meeting.
— http://www.microsoft.com/athome/security/children/kidpred.mspx#EKB
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Investigating incidents at home
Questions and Answers




Investigating Incidents at Home - Tools for
Investigating incidents at home

» Keystroke loggers

— Can record passwords, chat conversations and anything entered into the
computer via the keyboard

o Software based: http://www.spyarsenal.com/familykeylogger/
— Virus scanner warning

« Hardware keystroke loggers: http://www.keykatcher.com/

» Chat sniffers and other loggers
— http://lwww.effetech.com/
— AIMSniffer




Investigating Incidents at Home - Tools for
Investigating incidents at home

» Chat sniffers and loggers
—  http://www.effetech.com/
— AIMSniffer
— HTTPSniffer




Investigating Incidents at Home - Recovering
Browser History

» Recovering deleted browser history

— That’s right! Browser history is still on your computer even if
you tell your browser to delete it.

— Web Historian, FREE tool
e Mandiant: http://www.mandiant.com/webhistorian.htm




Questions? Comments?




