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The Vulnerability of Networks

In this environment, everything is a potential 
target . . . AND a potential threat .

Threat vectors have changed:  your ñtrusted 
usersò m ight be the w eakest link in your 
netw orkôs security

Data that end users 
use or create touches 

the network

Devices owned by 
students, staff, and 

guests attaches to the 
network
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Security Threat Evolution
Resulting in Theft and Disruption
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Vanishing Patch to Outbreak Window

Sept. 18, 2001

Jan. 25, 2003

NIMDA

Patch: MS00 -078
Oct.17, 2000

SLAMMER

Patch: MS02 -039
Jul. 24, 2002

Time(days)
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Patch: MS04 -011 
Apr. 13, 2004

SASSER

Patch: MS03 -026 
Jul. 16, 2003

Vanishing Patch to Outbreak Window

Sept. 18, 2001

Jan. 25, 2003

Aug. 11, 2003

May 1, 2004

NIMDA

Patch: MS00 -078
Oct.17, 2000

SLAMMER

Patch: MS02 -039
Jul. 24, 2002

BLASTER.A

Time(days)
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Vulnerable Custom Applications 

Operating
Systems

Operating
Systems

Operating
Systems

Database
Servers

Focus of Attacks Moves to the Application Layer

Web
Servers

Application
Servers

Custom Web Applications
Å Customized packaged applications
Å Internal and third -party code
Å Business logic and code

75% of Attacks
Focused Here

http://images.google.com/imgres?imgurl=http://www.emediawire.com/prfiles/2005/07/07/259503/computerhacker.jpg&imgrefurl=http://www.emediawire.com/releases/2005/7/emw259503.htm&h=1716&w=1192&sz=1960&tbnid=isjduzvd_LeTGM:&tbnh=150&tbnw=104&hl=en&start=67&prev=/
http://www.software4advisors.com/demo2/demo/img/accounts.gif
http://images.google.com/imgres?imgurl=http://www.davidgagne.net/images/me/passport.gif&imgrefurl=http://www.davidgagne.net/archives/cat_images.shtml&h=330&w=490&sz=136&tbnid=0cVlhKL7AYkJ:&tbnh=85&tbnw=126&start=13&prev=/images%3Fq%3Dpassport%2Bpicture%26hl%3
http://images.google.com/imgres?imgurl=http://gladstone.uoregon.edu/~schamp/passport.jpg&imgrefurl=http://gladstone.uoregon.edu/~schamp/&h=744&w=520&sz=449&tbnid=sL0QfQAf2XMJ:&tbnh=139&tbnw=97&start=8&prev=/images%3Fq%3Dpassport%2Bpicture%26hl%3Den%26lr%3D%26
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Emerging Threats
Bot (Automated Process)/Zombie (Bot infected machine)
B otN etôs (created w hen a com puter hacker executes a program  that seeks out 

computers with a security weakness it can exploit)

65% of corporate users will open
attachments from suspicious sources

while using a corporate asset

Good job of educating users on 
malicious attachments
and unknown senders

Bot writers are using social engineering
and ñS pear P hishingò for

corporate espionage
Anti -Spyware, Anti -Virus,

Host Based Intrusion Prevention

New application vectors, Acrobat, Winzip,
Photo Sharing, MP3, Hardware Drivers

S tarting to lock dow n the P C ôs
OS Vendors getting better at locking OS
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Emerging Threats
Deperimeterization

C orporate ñE dgeò becom ing harder to 
define and controlMore access, always on, from everywhere

Anonymous access to or through
legitimate networks, data leakage,

remote point of attack against endpoints
Wireless Networking Density

Loss of control over corporate assets
significantly changes security posture

SSL and other single sided technologies
Allow for scaling and instant DR
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Emerging Threats
C yber M afiaôs

Cyber -crime is on the rise as programmers
in eastern countries make better pay

for illicit programming
Physical Crime is down partly because of

new technologies

DDos attacks have the same effect as
closing a traditional store and has 

become the new extortion
Internet ubiquity has allowed new

markets to emerge

Fake products such as spyaxe purportedly
remove spyware for a fee and

fund the very writers of the code

Security awareness programs have 
increased peoples adoption

of security software
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Demand for Government Intervention

ÁEnron achieved infamy at the end of 2001, when it was revealed that its 
reported financial condition was sustained mostly by institutionalized, 
systematic, and creatively planned accounting fraud. Its European
operations filed for bankruptcy on November 30, 2001, and it sought 
Chapter 11 protection in the U.S. two days later on December 2. At the 
time, it was the biggest bankruptcy in U.S. history, and it cost 4,000 
employees their jobs [1].

ÁThe lawsuit against Enron's directors, following the scandal, was notable 
in that the directors settled the suit by paying very significant amounts of 
money personally. In addition, the scandal caused the dissolution of the 
Arthur Andersen accounting firm, which had effects on the wider business 
world

http://en.wikipedia.org/wiki/Accounting_scandals
http://en.wikipedia.org/wiki/Europe
http://en.wikipedia.org/wiki/November_30
http://en.wikipedia.org/wiki/2001
http://en.wikipedia.org/wiki/Chapter_11
http://en.wikipedia.org/wiki/December_2
http://money.cnn.com/2006/05/25/news/newsmakers/enron_verdict/index.htm
http://en.wikipedia.org/wiki/Arthur_Andersen
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Regulation Factors due to Enron and Others

Current Federal Statues:
ÅSarbanes Oxley ï Affects all public companies regarding due diligence in 
handling information

ÅHIPPA ï Affects healthcare and is mostly concerned about patient data

ÅGLBA ï Affect financial institutions and is mostly concerned about personal 
information
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Demand for Government Intervention
ÁMajor security breach in 2004
Á ChoicePoint announced in February 2005 that the personal information of at least 

145,000 Americans from all 50 states has been breached. Thieves used previously stolen 
identities to create apparently legitimate businesses seeking ChoicePoint accounts. Over the course of more than a year [4] , 
they then opened about 50 accounts and received personal information on consumers including names, addresses, and 
identification numbers. The old -fashioned scheme, that did not involve any hacking, allowed each fake company account to 
collect "just enough data to fly under the radar" [5] in order to facilitate "at least 750 cases of identity theft " [6] .

Á Congressional hearings on the breach have revealed that ChoicePoint disclosed in recent SEC filings that it was only looking 
for victims from the data leak incident whose information had been stolen after July 1, 2003, the effective date of a Califor nia
law requiring that victims of personal information breaches be notified [7] . Members of Congress rebuked the company for 
selling such information and have proposed federal privacy reforms.

Á The ordeal has so far cost ChoicePoint 11.4 million USD ð about 2 million USD in notifying victims of the incident, and the 
remaining 9.4 million USD in "legal and professional fees". However, the corporation's stock remains stable at 40 cents/share
ð the same as a year ago. The company announced in March 2005[ citation needed ] that it will spend between 15 and 20 
million USD in total during the 2005 fiscal year to prevent further breaches and to reduce earnings by 10 to 12 cents per 
share.

Á According to the Associated Press , ChoicePoint suffered a previous similar, less publicized, ID theft in 2002. Allegedly the 
suspects, also of Nigerian origin, pulled a similar scam of establishing fake businesses in order to make between 7,000 and 
10,000 inquiries on names and Social Security numbers to commit at least 1 million USD in fraud [8] .

Á In January 2006, as a result of the 2004 breach, ChoicePoint was fined $15 million by the Federal Trade Commission . $10 
million was a civil penalty and $5 million was to be used to pay victims of the security breach. In addition, ChoicePoint was
required to take steps to better secure customer identities. [9]

http://en.wikipedia.org/wiki/Identity_theft
http://en.wikipedia.org/wiki/USD
http://en.wikipedia.org/wiki/Wikipedia:Citing_sources
http://en.wikipedia.org/wiki/Wikipedia:Citing_sources
http://en.wikipedia.org/wiki/Wikipedia:Citing_sources
http://en.wikipedia.org/wiki/Fiscal_year
http://en.wikipedia.org/wiki/Associated_Press
http://en.wikipedia.org/wiki/2006
http://en.wikipedia.org/wiki/Federal_Trade_Commission
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Regulation Factors

Current State Statues:
ÅCalifornia Security Breach Act - state law requiring organizations that maintain personal information 
about individuals to inform those individuals if the security of their information is compromised. The Act stipulates that 
if there's a security breach of a database containing personal data, the responsible organization must notify each 
individual for whom it maintained information.

ÅLegislation was introduced in at least 35 states as of June 20, 
2005. Legislation enacted in at least 17 states in 2005: Arkansas, 
Connecticut, Delaware, Florida, Georgia, Illinois, Indiana (applies to state agencies only),

Louisiana, Maine, Minnesota, Montana, Nevada, New Jersey, New York, North 
Dakota, Rhode Island, Tennessee, Texas ,Washington, and Missouri have a 
bill in the house on data protection.

ÅLegislation introduced in at least 28 states in 2006. Legislation enacted in at 
least 10 states in 2006: Arizona, Colorado, Hawaii, Idaho, Indiana, 
Kansas, Maine, Nebraska, Utah, and Wisconsin
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Reported Data Breaches
NUMBERTYPE OF BREACHNAME (Location)DATE MADE 

PUBLIC

59,000HackingCalif. State Univ.22-Mar-05

(Las Vegas, NV)

5,000HackingUniv. of NV., Las Vegas20-Mar-05

(Evanston, IL)

21,000HackingNorthwestern Univ.20-Mar-05

Not included
in total below

[8,900]Stolen computer, later recovered.NV Dept. of Motor Vehicle12-Mar-05

(Boston, MA)

120,000HackingBoston College11-Mar-05

(Berkeley, CA)

98,400Stolen laptopUniv. of CA, Berkeley11-Mar-05

UPDATE (06.30.06): Last week, five men were arrested in 
connection with this breach. 

(Dayton, OH)

32,000Passwords compromisedLexisNexis10-Mar-05

(Columbus, OH)

100,000HackingDSW/Retail Ventures8-Mar-05

(Miramar, FL)

25,000Exposed onlinePayMaxxFeb. 25, 2005

(Charlotte, NC)

1,200,000Lost backup tapeBank of AmericaFeb. 25 , 2005

(Alpharetta, GA) 

145,000Bogus accounts established by ID thievesChoicePointFeb. 15, 2005

(New York, NY)

180,000HackingPolo Ralph 
Lauren/HSBC

14-Apr -05

280,000UPDATE (06.30.06): Last week, five men were 
arrested in connection with this breach.

(Dayton, OH)

AdditionalPasswords compromisedLexisNexis12-Apr -05

(Boston, MA)

106,000HackingTufts University11-Apr -05

(San Jose, CA)

185,000Stolen computerSan Jose Med. Group8-Apr -05

15,000HackerEastern National8-Apr -05

(Ashburn, VA)

16,500Stolen laptopMCI5-Apr -05

465,000Dishonest insiderGeorgia DMVApril ?, 2005

(Chicago, IL)

UnknownDishonest insiderUniv. of Chicago 
Hospital

28-Mar-05

(San Francisco, CA)

7,000HackingUniv. of CA.23-Mar-05

(Chico, CA)

59,000HackingCalif. State Univ.22-Mar-05

(Las Vegas, NV)

5,000HackingUniv. of NV., Las 
Vegas

20-Mar-05

(Evanston, IL)

21,000HackingNorthwestern Univ.20-Mar-05

2,400HackingHinsdale Central High 
School

12-May-05

(Stanford, CA)

9,900HackingStanford Univ.11-May-05

(Washington, D.C.)

80,000Stolen laptopDept. of Justice7-May-05

(West Lafayette, IN)

11,360HackingPurdue Univ.5-May-05

(families)

1,600Stolen laptopCO. Health Dept.4-May-05

(New York, NY)

600,000Lost backup tapesTime Warner2-May-05

37,000Missing laptopOklahoma State Univ.29-Apr-05

Commerce Bancorp

PNC Financial Services 
Group and

Bank of America,

676,000Dishonest insidersWachovia,28-Apr-05

thousands"

"tens ofHackingGeorgia Southern Univ.28-Apr-05

(Houston, TX)

19,000Stolen computerChristus St. Joseph's 
Hospital

26-Apr-05

40,000HackingMich. State Univ's 
Wharton Center

26-Apr-05

(Pittsburg, PA)

19,000HackingCarnegie Mellon Univ.21-Apr-05

The names, addresses, and Social Security numbers of potentially 
millions of registered voters in Ohio were included on CD-ROMs 
distributed to 20 political campaign operations for spring primary 
election races. The records of about 7.7 million registered voters are 
listed on the CDs, but it's unknown how many records contained 
SSNs, which were not supposed to have been included on the CDs.

Long Island RailApril 27,

(Potentially UK only)2006

Though MasterCard refused to say how the breach occurred, 
fraudsters stole the credit card details of holders in a major security 
breach.

MasterCardApril 27,

(Hartford, CT)2006

Laptop containing personal information including names, addresses 
and Social Security numbers of Dept. of Defense (35,253) and Omni 
Hotel employees (3,000) was stolen from an Aetna employee's car.

Aetna -- health insurance records 
for employees of 2 members, 
including Omni Hotels and the 
Dept. of Defense NAF

April 26,

(West Lafayette, IN)2006

Hacker accessed personal information including Social Security 
numbers of current and former graduate students, applicants to 
graduate school, and a small number of applicants for undergraduate 
scholarships.

Purdue UniversityApril 26,

(Athens, OH)2006

Hackers accessed a computer system of the school's alumni relations 
department that included biographical information and 137,000 Social 
Security numbers of alum.

Ohio UniversityApril 24,

http://www.ohio.edu/datasecurity/


© 2006 Cisco Systems, Inc. All rights reserved.Presentation_ID 15

Financial Information Breech History
Since the Choice Point incident in Feb. 2005:
ÅFeb. 25 , 2005 Bank of America (Charlotte, NC) 1,200,000
ÅApril 20, 2005 Ameritrade (Bellevue, NE) 200,000
ÅApril 28, 2005 Wachovia, Bank of America,PNC Financial Services Group 676,000
ÅJune 6, 2005 CitiFinancial 3,900,000
ÅJune 16, 2005 Card Systems Hacking 40,000,000
ÅJune 29, 2005 Bank of America 18,000
ÅJuly 6, 2005 City National Bank Unknown
ÅSept. 17, 2005 North Fork Bank, NY 9,000
ÅDec. 1, 2005 Firstrust Bank 100,000
ÅJan 1, 2006 People.s Bank, Bridgeport, Conn. 90,000
ÅJan 25, 2006 Ameriprise Financial 226,000
Å Feb. 13, 2006 Ernst & Young 38,000
ÅFeb. 17, 2006 Deloitte & Touche / McAfee 9,000
left an unencrypted CD containing sensitive information on thousands of McAfee (Profile, Products, Articles) 
employees in the back of an airline seat last December.  The backup CD contained names, social security 
num bers and inform ation on stock holdings held by over 9,000 of M cA feeôs current and form er em ployees.
ÅMarch 22, 2006 Fidelity Investments 196,000
ÅApril 7, 2006 Fifth Third Bank 1,000
ÅApril 13, 2006 Fifth Third Bank Unknown/Not Disclosed
Third Bank has issued its customers new debit cards, after a data processor not affiliated with the bank 
may have compromised their accounts..
ÅMay 5, 2006 Wells Fargo Undisclosed
ÅMay 6, 2006 Mercantile Bankshares 48,000
ÅMay 18, 2006Frost Bank 100
Hackers dipped into the accounts of about 100 Frost Bank customers after they took Visa debit card 
information from the database of an unnamed national retailer and went on a spending spree, Frost 
officials said Thursday. The information system breach compromised credit card accounts with banks 
across the nation.
ÅMay 25, 2006 Vystar Credit Union (Jacksonville, FL) Approx. 34,400
ÅJune 1,2006 Ernst & Young (UK) 243,000 
ÅJune 20,2006 Equifax (Atlanta, GA) 2,500

-- TOTAL number of records containing sensitive personal information involved in security breaches 88,984,872
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Federal Bills Introduced
1 . Consumer Notification and Financial Data Protection Act of 2005 (Introduced in House)[H.R.3374.IH]
2 . Financial Data Security Act of 2005 (Introduced in House)[H.R.3375.IH]
3 . Data Security Act of 2006 (Introduced in Senate)[S.3568.IS]
4 . Comprehensive Veterans' Data Protection and Identity Theft Prevention Act of 2006 (Introduced in House)[H.R.5588.IH]
5 . Financial Data Protection Act of 20u05 (Introduced in Senate)[S.2169.IS]
6 . Financial Data Protection Act of 2005 (Introduced in House)[H.R.3997.IH]
7 . Consumer Data Security and Notification Act of 2005 (Introduced in House)[H.R.3140.IH]
8 . Veterans' ID Theft Protection Act of 2006 (Introduced in House)[H.R.5487.IH]
9 . Financial Data Protection Act of 2006 (Reported in House)[H.R.3997.RH]
10 . Veterans Identity Protection Act of 2006 (Introduced in House)[H.R.5455.IH]
11 . Veterans Identity Protection Act of 2006 (Introduced in Senate)[S.2970.IS]
12 . Data Accountability and Trust Act (DATA) (Reported in House)[H.R.4127.RH]
13 . Identity Theft Protection Act of 2006 (Introduced in House)[H.R.5482.IH]
14 . Veterans Identity Protection Act of 2006 (Introduced in House)[H.R.5577.IH]
15 . Continuity of Operations Demonstration Project Act (Introduced in House)[H.R.5366.IH]
16 . Unlawful Internet Gambling Enforcement Act of 2006 (Reported in House)[H.R.4411.RH]
17 . Unlawful Internet Gambling Enforcement Act of 2005 (Introduced in House)[H.R.4411.IH]
18 . 10,000 Trained by 2010 Act (Introduced in House)[H.R.5605.IH]
19 . Personal Data Privacy and Security Act of 2005 (Placed on Calendar in Senate)[S.1332.PCS]
20 . Prevention of Fraudulent Access to Phone Records Act (Introduced in House)[H.R.4943.IH]
21 . Prevention of Fraudulent Access to Phone Records Act (Reported in House)[H.R.4943.RH]
22 . Personal Data Privacy and Security Act of 2005 (Reported in Senate)[S.1789.RS]
23 . Personal Data Privacy and Security Act of 2005 (Introduced in Senate)[S.1789.IS]
24 . Independent Health Record Bank Act of 2006 (Introduced in House)[H.R.5559.IH]
25 . Independent Health Record Bank Act of 2006 (Introduced in Senate)[S.3454.IS]
26 . Social Security Number Misuse Prevention Act (Introduced in Senate)[S.29.IS]
27 . Financial Services Regulatory Relief Act of 2005 (Reported in House)[H.R.3505.RH2]
28 . Financial Services Regulatory Relief Act of 2005 (Engrossed as Agreed to or Passed by House)[H.R.3505.EH]
29 . Financial Services Regulatory Relief Act of 2005 (Referred to Senate Committee after being Received from House)[H.R.3505.RFS]
30 . MORE Act (Introduced in Senate)[S.6.IS]

30 Bills have been introduced in one house or the other regarding data security

http://thomas.loc.gov/cgi-bin/query/D?c109:1:./temp/~c109RgtdGT::
http://thomas.loc.gov/cgi-bin/query/D?c109:2:./temp/~c109RgtdGT::
http://thomas.loc.gov/cgi-bin/query/D?c109:3:./temp/~c109RgtdGT::
http://thomas.loc.gov/cgi-bin/query/D?c109:4:./temp/~c109RgtdGT::
http://thomas.loc.gov/cgi-bin/query/D?c109:5:./temp/~c109RgtdGT::
http://thomas.loc.gov/cgi-bin/query/D?c109:6:./temp/~c109RgtdGT::
http://thomas.loc.gov/cgi-bin/query/D?c109:7:./temp/~c109RgtdGT::
http://thomas.loc.gov/cgi-bin/query/D?c109:8:./temp/~c109RgtdGT::
http://thomas.loc.gov/cgi-bin/query/D?c109:9:./temp/~c109RgtdGT::
http://thomas.loc.gov/cgi-bin/query/D?c109:10:./temp/~c109RgtdGT::
http://thomas.loc.gov/cgi-bin/query/D?c109:11:./temp/~c109RgtdGT::
http://thomas.loc.gov/cgi-bin/query/D?c109:12:./temp/~c109RgtdGT::
http://thomas.loc.gov/cgi-bin/query/D?c109:13:./temp/~c109RgtdGT::
http://thomas.loc.gov/cgi-bin/query/D?c109:14:./temp/~c109RgtdGT::
http://thomas.loc.gov/cgi-bin/query/D?c109:15:./temp/~c109RgtdGT::
http://thomas.loc.gov/cgi-bin/query/D?c109:16:./temp/~c109RgtdGT::
http://thomas.loc.gov/cgi-bin/query/D?c109:17:./temp/~c109RgtdGT::
http://thomas.loc.gov/cgi-bin/query/D?c109:18:./temp/~c109RgtdGT::
http://thomas.loc.gov/cgi-bin/query/D?c109:19:./temp/~c109RgtdGT::
http://thomas.loc.gov/cgi-bin/query/D?c109:20:./temp/~c109RgtdGT::
http://thomas.loc.gov/cgi-bin/query/D?c109:21:./temp/~c109RgtdGT::
http://thomas.loc.gov/cgi-bin/query/D?c109:22:./temp/~c109RgtdGT::
http://thomas.loc.gov/cgi-bin/query/D?c109:23:./temp/~c109RgtdGT::
http://thomas.loc.gov/cgi-bin/query/D?c109:24:./temp/~c109RgtdGT::
http://thomas.loc.gov/cgi-bin/query/D?c109:25:./temp/~c109RgtdGT::
http://thomas.loc.gov/cgi-bin/query/D?c109:26:./temp/~c109RgtdGT::
http://thomas.loc.gov/cgi-bin/query/D?c109:27:./temp/~c109RgtdGT::
http://thomas.loc.gov/cgi-bin/query/D?c109:28:./temp/~c109RgtdGT::
http://thomas.loc.gov/cgi-bin/query/D?c109:29:./temp/~c109RgtdGT::
http://thomas.loc.gov/cgi-bin/query/D?c109:30:./temp/~c109RgtdGT::


© 2006 Cisco Systems, Inc. All rights reserved.Presentation_ID 17

Brand Value

By Bob Sullivan
Technology correspondent
MSNBC

ñMillions of consumers say they've dumped companies that leaked their confidential 
information last year, according to estimates based on a new survey. The results 
com e after a brutal year for privacy, w ith dozens of com panies adm itting theyôve exposed 60 
m illion consum ersô private inform ation. 

In a nationwide tally conducted by The Ponemon Institute, about 1 in 9 Americans indicated they've 
received notice from a firm revealing their personal information has been lost in the last 12 
months ð an estimated 23 million adults. About 40 percent of them almost missed the notice, 
believing the letter was either junk mail or a telemarketing call, according to the survey. But the 
most significant finding in the study, according to author Larry Ponemon, is the customer 
"churn" that resulted from the disclosures. About 1 in 5 of those surveyed said they had 
"discontinued" their relationship with the company involved. Another 40 percent said they were 
thinking about doing the same thing. The study had a margin of error of plus or minus 3 
percent.ò

Bad-news data letters push consumers to stray
M illions dum p com panies that leaked personal inform ation, study findsé
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The PCI Data Security Standard
ÁPublished January 2005

ÁDeveloped by MasterCard and Visa, 
endorsed by other payment brands 

ÁComprehensive data security 
standard addresses the secure 
storage, transmission and 
processing of cardholder data ï best 
practice guidelines

ÁAll 6 major card brands believe this 
is not a competitive issue and are 
proactively regulating themselves
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Five Most Common Security Problems

ÁPCI Compliance is part of the security strategy which 
the Self-Defending Network satisfies

No Security Scanning

SQL Injection

Ineffective Patch
Management

Weak Network Level
Security

Lack of Real Time
Security Monitoring

Based on MasterCard Forensics Examinations of Hacked Entities

#1 #2 #3

#4 #5
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Focus on Due Care
Due Care shows that an organization has taken responsibility for the activities that take place within the 
organization and has taken the necessary steps to protect the organization, its resources, its employees 
and clients from possible risks.  If an organization does not practice due care pertaining to the security 
of its assets, it can be legally charged with negligence and held accountable for any ramifications of that 
negligence.

- CISSP Exam Guide ï

due care  n. the conduct that a reasonable man or woman will exercise in a particular situation, in 
looking out for the safety of others. If one uses due care then an injured party cannot prove negligence. 
This is one of those nebulous standards by which negligence is tested. Each juror has to determine 
what a "reasonable" man or woman would do.

- The Law Encyclopedia -
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Antibody ï The Beginning

How do humans keep their 
body secure?

ÅAdaptive to new threats

ÅMonitoring is pervasive

ÅSystems are integrated


