NI
CISCO

Securing the
Infrastructure from
Emerging Threats

Steve John 1 CCIE #7246, CISSP
Cisco



The Vulnerability of Networks
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Data that end users
use or create touches

the network

Devices owned by
students, staff, and
guests attaches to the
network —
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In this environment, everything is a potential
target. . . AND a potential threat .

Threat vectors have changed: your ntrusted

userso might be the weakest link in your
network® security




Security Threat Evolution
Resulting in Theft and Disruption
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Vanishing Patch to Outbreak Window

Patch: MS02 -039 Jan. 25, 2003

Jul. 24, 2002
:. ;1‘-\--

Patch: MS00 -078 Sept. 18, 2001
Oct.17, 2000
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Vanishing Patch to Outbreak Window

Patch: MS04 -011 May 1, 2004
Apr. 13, 2004 Time(days)

Patch: MS03 -026 Aug. 11, 2003

Patch: MS02 -039 Jan. 25, 2003

Patch: MS00 -078 Sept. 18, 2001
Oct.17, 2000
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Vulnerable Custom Applications

Focus of Attacks Moves to the Application Layer

Network
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Emerging Threats

Bot (Automated Process)/Zombie (Bot infected machine)

BotNet® (created when a computer hacker executes a program that seeks out
computers with a security weakness it can exploit)
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Emerging Threats
Deperimeterization
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Emerging Threats
Cyber Mafia®




Demand for Government Intervention

A Enron achieved infamy at the end of 2001, when it was revealed that its
reported financial condition was sustained mostly by institutionalized,
systematic, and creatively planned accounting fraud. Its European
operations filed for bankruptcy on November 30, 2001, and it sought
Chapter 11 protection in the U.S. two days later on December 2. At the
time, it was the biggest bankruptcy in U.S. history, and it cost 4,000

employees their jobs [1].

A The lawsuit against Enron's directors, following the scandal, was notable
in that the directors settled the suit by paying very significant amounts of
money personally. In addition, the scandal caused the dissolution of the
Arthur Andersen accounting firm, which had effects on the wider business

world

%)
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Regulation Factors due to Enron and Others

Current Federal Statues:

ASarbanes Oxley i Affects all public companies regarding due diligence in
handling information

AIPPA 1 Affects healthcare and is mostly concerned about patient data

AGLBA i Affect financial institutions and is mostly concerned about personal
information
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Demand for Government Intervention
A Major security breach in 2004

A ChoicePoint announced in February 2005 that the personal information of at least
145,000 Americans from all 50 states has been breached. Thieves used previously stolen

identities to create apparently legitimate businesses seeking ChoicePoint accounts. Over the course of more than a year 41,
they then opened about 50 accounts and received personal information on consumers including names, addresses, and
identification numbers. The old -fashioned scheme, that did not involve any hacking, allowed each fake company account to
collect "just enough data to fly under the radar" [5] in order to facilitate "at least 750 cases of  identity theft " [6].

A Congressional hearings on the breach have revealed that ChoicePoint disclosed in recent SEC filings that it was only looking
for victims from the data leak incident whose information had been stolen after July 1, 2003, the effective date of a Califor nia
law requiring that victims of personal information breaches be notified [71. Members of Congress rebuked the company for
selling such information and have proposed federal privacy reforms.

A The ordeal has so far cost ChoicePoint 11.4 million USD & about 2 million USD in notifying victims of the incident, and the
remaining 9.4 million USD in "legal and professional fees". However, the corporation's stock remains stable at 40 cents/share
0 the same as a year ago. The company announced in March 2005[  citation needed] that it will spend between 15 and 20
million USD in total during the 2005 fiscal year to prevent further breaches and to reduce earnings by 10 to 12 cents per
share.

A According to the Associated Press , ChoicePoint suffered a previous similar, less publicized, ID theft in 2002. Allegedly the
suspects, also of Nigerian origin, pulled a similar scam of establishing fake businesses in order to make between 7,000 and
10,000 inquiries on names and Social Security numbers to commit at least 1 million USD in fraud 81.

A InJanuary 2006, as a result of the 2004 breach, ChoicePoint was fined $15 million by the Federal Trade Commission . $10
million was a civil penalty and $5 million was to be used to pay victims of the security breach. In addition, ChoicePoint was

renniirad tn talsa ctanc tn hattar caciira riictnmar idantitiac ral
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Regulation Factors

Current State Statues:

ﬁCaIifornia Security Breach Act - state law requiring organizations that maintain personal information

about individuals to inform those individuals if the security of their information is compromised. The Act stipulates that
if there's a security breach of a database containing personal data, the responsible organization must notify each
individual for whom it maintained information.

A egislation was introduced in at least 35 states as of June 20,

2005. Legislation enacted in at least 17 states in 2005: Arkansas,
Connecticut, Delaware, Florida, Georqgia, lllinois, Indiana (appiies to state agencies only),
Louisiana, Maine, Minnesota, Montana, Nevada, New Jersey, New York, North
Dakota, Rhode Island, Tennessee, Texas ,Washington, and Missouri have a
bill in the house on data protection.

A egislation introduced in at least 28 states in 2006. Legislation enacted in at
least 10 states in 2006: Arizona, Colorado, Hawaii, ldaho, Indiana,
Kansas, Maine, Nebraska, Utah, and Wisconsin
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Reported Data Breaches
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http://www.ohio.edu/datasecurity/
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Financial Information Breech History

Since the Choice Point incident in Feb. 2005:

Aeb. 25, 2005 Bank of America (Charlotte, NC)
Anpril 20, 2005 Ameritrade (Bellevue, NE)

Anpril 28, 2005 Wachovia, Bank of America,PNC Financial Services Group
Alune 6, 2005 CitiFinancial

Alune 16, 2005 Card Systems Hacking

Alune 29, 2005 Bank of America

Auly 6, 2005 City National Bank

ASept. 17, 2005 North Fork Bank, NY

Mec. 1, 2005 Firstrust Bank

Aan 1, 2006 People.s Bank, Bridgeport, Conn.
Aan 25, 2006 Ameriprise Financial

AFeb. 13, 2006 Ernst & Young

Aeb. 17, 2006 Deloitte & Touche / McAfee

left an unencrypted CD containing sensitive information on thousands of McAfee (Profile, Products, Articles)
employees in the back of an airline seat last December. The backup CD contained names, social security
numbers and information on stock holdings held by over 9,000 of McAfee& current and former employees.

Mvarch 22, 2006 Fidelity Investments
Anpril 7, 2006 Fifth Third Bank
Anpril 13, 2006 Fifth Third Bank

Third Bank has issued its customers new debit cards, after a data processor not affiliated with the bank
may have compromised their accounts..

May 5, 2006 Wells Fargo

May 6, 2006 Mercantile Bankshares

Avay 18, 2006Frost Bank

Hackers dipped into the accounts of about 100 Frost Bank customers after they took Visa debit card
information from the database of an unnamed national retailer and went on a spending spree, Frost
officials said Thursday. The information system breach compromised credit card accounts with banks
across the nation.

Mvay 25, 2006 Vystar Credit Union (Jacksonville, FL)

Aune 1,2006 Ernst & Young (UK)

Aune 20,2006 Equifax (Atlanta, GA)

-- TOTAL number of records containing sensitive personal information involved in security breaches
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Privacy Rights

GHOQUSIE

1,200,000
200,000
676,000
3,900,000
40,000,000
18,000
Unknown
9,000
100,000
90,000
226,000
38,000
9,000

196,000
1,000
Unknown/Not Disclosed

Undisclosed
48,000
100

Approx. 34,400
243,000
2,500

88,984,872
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Federal Bills Introduced

30 Bills have been introduced in one house or the other regarding data security

. Consumer Notification and Financial Data Protection Act of 2005 (Introduced in House)[H.R.3374.1H

. Financial Data Security Act of 2005 (Introduced in House)[H.R.3375.I1H]

. Data Security Act of 2006 (Introduced in Senate)[S.3568.1S

. Comprehensive Veterans' Data Protection and Identity Theft Prevention Act of 2006 (Introduced in House)[H.R.5588.1H
. Financial Data Protection Act of 20u05 (Introduced in Senate)[S.2169.1S]

. Financial Data Protection Act of 2005 (Introduced in House)[H.R.3997.1H

. Consumer Data Security and Notification Act of 2005 (Introduced in House)[H.R.3140.IH

. Veterans' ID Theft Protection Act of 2006 (Introduced in House)[H.R.5487.1H]

. Financial Data Protection Act of 2006 (Reported in House)[H.R.3997.RH]

10 . Veterans ldentity Protection Act of 2006 (Introduced in House)[H.R.5455.IH]

11 . Veterans Identity Protection Act of 2006 (Introduced in Senate)[S.2970.1S

12 . Data Accountability and Trust Act (DATA) (Reported in House)[H.R.4127.RH]

13 . Identity Theft Protection Act of 2006 (Introduced in House)[H.R.5482.IH

14 . Veterans Identity Protection Act of 2006 (Introduced in House)[H.R.5577.IH]

15 . Continuity of Operations Demonstration Project Act (Introduced in House)[H.R.5366.1H

16 . Unlawful Internet Gambling Enforcement Act of 2006 (Reported in House)[H.R.4411.RH]

17 . Unlawful Internet Gambling Enforcement Act of 2005 (Introduced in House)[H.R.4411.IH

18 . 10,000 Trained by 2010 Act (Introduced in House)[H.R.5605.1H]

19 . Personal Data Privacy and Security Act of 2005 (Placed on Calendar in Senate)[S.1332.PCS

20 . Prevention of Fraudulent Access to Phone Records Act (Introduced in House)[H.R.4943.IH

21 . Prevention of Fraudulent Access to Phone Records Act (Reported in House)[H.R.4943.RH

22 . Personal Data Privacy and Security Act of 2005 (Reported in Senate)[S.1789.RS]

23 . Personal Data Privacy and Security Act of 2005 (Introduced in Senate)[S.1789.1S]

24 . Independent Health Record Bank Act of 2006 (Introduced in House)[H.R.5559.1H]

25 . Independent Health Record Bank Act of 2006 (Introduced in Senate)[S.3454.1S]

26 . Social Security Number Misuse Prevention Act (Introduced in Senate)[S.29.1S]

27 . Financial Services Regulatory Relief Act of 2005 (Reported in House)[H.R.3505.RH2]

28 . Financial Services Regulatory Relief Act of 2005 (Engrossed as Agreed to or Passed by House)[H.R.3505.EH
29 . Financial Services Regulatory Relief Act of 2005 (Referred to Senate Committee after being Received from House)[H.R.3505.RFS
30 . MORE Act (Introduced in Senate)[S.6.1S
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Bad-news data letters push consumers to stray
Millions dump companies that leaked personal information, study findsé

By Bob Sullivan
Technology correspondent
MSNBC

mMillions of consumers say they've dumped companies that leaked their confidential

information last ?/ear, according to estimates based on a new survey. The results
come after a brutal year for privacy, with dozens of companies admitting they&e exposed 60
million consumersoprivate information.

In a nationwide tall¥ conducted by The Ponemon Institute, about 1 in 9 Americans indicated they've
received notice from a firm revealing their personal information has been lost in the last 12
months § an estimated 23 million adults. About 40 percent of them almost missed the notice,
believing the letter was either junk mail or a telemarketing call, according to the survey. But the
most significant finding in the stud?/, according to author Larry Ponemon, is the customer
"churn” that resulted from the disclosures. About 1 in 5 of those surveyed said they had
"discontinued" their relationship with the company involved. Another 40 percent said they were
thinking about doing the same thing. The study had a margin of error of plus or minus 3
percent.o
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The PCI Data Security Standard

A Published January 2005

. S - DISCOVER '!"l
A Developed by MasterCard and Visa, Co visa 2 (B = =2
endorsed by other payment brands
A Comprehensive data security Payment Ca rd
standard addresses the secure Industry Data

storage, transmission and _
processing of cardholder data i best BIISULILNY Standard
practice guidelines January 2005

A All 6 major card brands believe this
IS not a competitive issue and are
proactively regulating themselves
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Five Most Common Security Problems

Based on MasterCard Forensics Examinations of Hacked Entities

APCI Compliance is part of the security strategy which
the Self-Defending Network satisfies
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Focus on Due Care

Due Care shows that an organization has taken responsibility for the activities that take place within the
organization and has taken the necessary steps to protect the organization, its resources, its employees
and clients from possible risks. If an organization does not practice due care pertaining to the security

of its assets, it can be legally charged with negligence and held accountable for any ramifications of that

negligence.
- CISSP Exam Guide 7

due care n. the conduct that a reasonable man or woman will exercise in a particular situation, in
looking out for the safety of others. If one uses due care then an injured party cannot prove negligence.
This is one of those nebulous standards by which negligence is tested. Each juror has to determine
what a "reasonable" man or woman would do.

- The Law Encyclopedia -




Antibody 1 The Beginning

How do humans keep their
body secure? 4.

Addaptive to new threats
AVlonitoring is pervasive

ASystems are integrated
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